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To: The Honorable County Commissioners
From: John M. Smith, IT Director
Subject: Agreement to provide IT Services to GSWCD
Date: October 6, 2026
REPORT SUMMARY

Approve an agreement between Goodhue County and Goodhue Soil and Water Conservation District to
provide Information Technology services in support of district operations.

BACKGROUND

For many years, the Goodhue County IT Department has provided support to the Goodhue Soil and
Water Conservation District, including network support, firewall security, acquiring and installing
computer hardware and software, troubleshooting computer issues, and more. While an agreement was
executed in 2014 to provide Microsoft software to GSWCD at county cost, there has been nothing in
place to govern the provision of general technology services and support.

This agreement will replace the 2014 agreement and will include all aspects of technology support
currently being provided.

IMPACT
There will be little to no impact on either party as the current relationship will not change.
RECOMMENDATION

It is recommended that the county approve the attached Agreement to Provide Technology Services and
Support to Goodhue Soil and Water Conservation District.



Agreement between County of Goodhue and
Goodhue Soil & Water Conservation District to Provide
Technology Services and Support

WHEREAS, the County of Goodhue, herein after referred to as “County”, employs
information technology support staff in its Information Technology Department, herein after
referred to as “IT”, and;

WHEREAS, the Goodhue Soil & Water Conservation District, herein after referred to as
“GSWCD”, requires information technology services to facilitate efficient operation, and;

WHEREAS, the County provides funding to GSWCD, and;

WHEREAS, the County is willing to provide information technology services and support
to GSWCD on an as-needed basis to assist in providing these services.

Definitions

a. “Equipment” shall mean computer related hardware including but not limited to
laptops, desktops, printers, IP phones, monitors, switches, firewalls, cables, etc.

b. “Software” shall mean any programs or applications that are to be installed on
personal computers, network servers, or accessed via the Internet.

NOW THEREFORE, in consideration of the mutual covenants and conditions contained
herein, the receipt and sufficiency of which is hereby acknowledged, the parties hereby agree as
follows:

TERM. The term of this Agreement shall be for a period of 5 years commencing on the date
executed by both parties. This agreement shall automatically renew for successive 5-year
terms, unless either party provides the other party with 90 days prior written notice of its intent
not to renew or it is terminated as otherwise provided in paragraph 16.

DUTIES. During the term of this Agreement, County agrees to provide GSWCD the services of
the County's IT support staff to assist with the installation, maintenance, security, and
operation of GSWCD’s hardware and software.

SUPPORT HOURS. County IT support hours are 7:00 am to 4:30 pm Monday through Friday,
excluding County observed holidays.

EMERGENCY SERVICE. GSWCD may request emergency after-hour service using the same
process as County staff. If deemed not to be an actual emergency, service will be provided at
the next available opportunity during regularly scheduled IT support hours. Determination of
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an “actual emergency” will be at the sole discretion of the responding IT employee.

5. COMPENSATION. GSWCD shall reimburse the County for all hardware and software purchased
or licensed by the County on behalf of GSWCD. All purchases must be approved in advance by
the GSWCD Director. Failure of GSWCD Director to approve the purchase of any hardware or
software deemed necessary by County IT for the security and reliability of the County network
will result in temporary interruption of County network connection and possible termination
of this Agreement as defined in paragraph 16.

6. COUNTY EQUIPMENT. County shall provide the following equipment to GSWCD, at no cost, to
ensure secure and reliable connectivity to the Internet and County networks:

a. Network Firewall
b. Network Switch

7. GSWCD REQUIREMENTS. All GSWCD personnel agree to be bound by the Technology User
Policy section of the County employee manual, section 15.1, attached to this agreement as
Appendix A. Exceptions include:

a. Internet. GSWCD provides and supports their own physical Internet connection, with
access to the Internet provided via the County supplied Network Firewall.

b. Web Presence. GSWCD provides and supports their own website including domain
name registration, DNS, SSL certificate, etc.

C. Physical Network Cabling. GSWCD provides and supports their own physical network
cabling within their office building. County IT may provide guidance and support as
requested.

In the event of a conflict or inconsistency between the policies listed in Appendix A and existing
GSWCD technology use policies, the more restrictive policy shall take precedence.

8. GSWCD EQUIPMENT. County IT may provide limited support for existing GSWCD equipment,
not purchased or provided by County IT, for the purpose of completion of the duties required
of this Agreement. GSWCD may at times be required to purchase new equipment or update
existing equipment or applications so that IT support staff can perform required services for
GSWCD. Such purchases and updates will be at GSWCD’s expense. Refusal to procure required
updates can lead to termination of this agreement as defined in paragraph 16. GSWCD
equipment will be reviewed annually during the County budget season to assist GSWCD in
budget preparation.

9. SECURITY. County and GSWCD shall ensure that proper security measures are in place for
physical and logical access. GSWCD agrees to abide by all network and cybersecurity policies
and procedures required by the County.

10. Relationship Between the Parties. Nothing in this Agreement shall be construed as creating
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11.

12.

13.

14.

the relationship of co-partners, joint ventures, or an association, nor shall the County be
considered an employee, agent or representative of GSWCD. The County is to be and shall
remain an independent contractor with respect to all services performed under this
Agreement. However, County shall have the authority to act on behalf of GSWCD to the extent
expressly provided for in this Agreement, unless otherwise modified by the parties in writing.

The employees providing services for GSWCD shall always remain employees of the County and
shall not in any way be deemed to be employees of GSWCD for purposes of payroll taxes,
workers' compensation, fringe benefits, health insurance, vacation or other similar benefits.
Any fringe benefits for said employees shall be determined and paid by the County.

Indemnification. GSWCD shall indemnify, hold harmless and defend the County, its officers and
employees against any and all liability, loss, costs, damages, expenses, claims or actions,
including attorney’s fees which County, its officers or employees may hereafter sustain, incur
or be required to pay, arising out of or by reason of any act or omission of the GSWCD, its
agents, servants or employees, in the execution, performance, or failure to adequately perform
pursuant to this Agreement.

The services provided under this agreement are provided on an as-is and as-available basis.
GSWCD agrees that the use of the services will be at GSWCD’s sole risk. To the fullest extent
permitted by law, County disclaims all warranties, express or implied, including the implied
warranties of merchantability, fitness for a particular purpose, and non-infringement. County
makes no warranties about the accuracy or completeness of the services, and assumes no
liability for errors, interruptions, or unauthorized access.

In the event of a natural disaster or cybersecurity incident, the County shall not be held liable
for any data loss, system downtime, operational interruption, or workers’ compensation claims
resulting from such events. If data belonging to GSWCD becomes unrecoverable, encrypted, or
corrupted, all costs associated with data recovery efforts shall be the sole responsibility of
GSWCD, should they choose to pursue such measures. GSWCD is strongly encouraged to
maintain its own cybersecurity insurance coverage and acknowledges that the County bears no
responsibility or financial obligation for losses arising from cyber-related events.

GOVERNING LAW. This agreement shall be interpreted under and in accordance with the laws
of the State of Minnesota.

AMENDMENTS. This agreement may not be changed, amended, or terminated orally, and no
change, termination, or attempted waiver of any of the provisions herein shall be binding
unless in writing and executed by both parties in the same manner as this agreement.

NO WAIVER. No term or condition of this Agreement shall be deemed to have been waived,
nor shall there be any estoppels to enforce any provision to this Agreement, except by a
statement in writing signed by the party against whom enforcement of the waiver or estoppels
is sought. Any written waiver shall not be deemed a continuing waiver unless specifically stated,
shall operate only as to the specific term or condition waived and shall not constitute a waiver
of such term or condition for the future or as to any act other than that specifically waived.
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15. SEVERABILITY. To the extent any provision of this Agreement shall be invalid or unenforceable,
it shall be considered deleted therefrom and the remainder of such provision and of this
Agreement shall be unaffected and shall continue in full force and effect.

16. Right to terminate. County and GSWCD each reserve the right to terminate this Agreement at
any time and for any reason. Terminating party must provide 90 days written notice of intent
to terminate. Upon termination, County provided equipment (see paragraph 6) must be
returned and all connectivity to County networks will be terminated. The 90 day termination
notice period will be used to affect an orderly transfer of County provided services to GSWCD
control, minimizing any negative impacts on GSWCD operations.

17. Previous agreement. This agreement replaces the Agreement Between Goodhue County and
Goodhue Soil and Water Conservation District executed May 2014. Said agreement shall
terminate upon execution of this agreement.

IN WITNESS WHEREOF, the parties have hereunto executed this Agreement as previously indicated.

County of Goodhue

Board Chair, Signature Date

County Administrator, Signature Date

Goodhue Soil & Water Conservation District

District Manager, Signature Date
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Agreement between County of Goodhue and
Goodhue Soil & Water Conservation District to Provide
Technology Services and Support

APPENDIX A
Goodhue County Personnel Policies
Chapter 15 - Communications

Section 15.1 - Technology User Policy



Chapter 15 —-Communications

15.1 TECHNOLOGY USER POLICY

Goodhue County Information Technology (IT) is the integrated hardware and software
used by the County to create, modify, store, and share data. As such, it is an integral
part of business at Goodhue County. The County has made a substantial investment in
human and financial resources to provide and support this technology.

The following policies have been established in order to protect this investment,
safeguard the information contained within this technology, reduce business and legal
risk, and to protect the good name of Goodhue County consistent with statutory
obligations for data security.

All data within Goodhue County information technology is the property of Goodhue
County and is not to be used for employee personal gain or to support or advocate non-
County related business or purposes.

Computer Hardware and Software

To ensure consistency, compatibility, security, and compliance with applicable
regulations, County employees must adhere to the following policies related to the
purchase and use of computer hardware, software, and IT related services:

e All computer hardware and software purchases must be approved by the IT
Department.

e Any contracting with vendors for technology projects, services, or equipment
must be approved by and coordinated with the IT Department.

e All hardware is the property of the County and must be used for County business
purposes.

e Employees are responsible for the care and appropriate use of assigned
computer equipment.

o Computer hardware must not be modified, tampered with, relocated, or
reconfigured without IT authorization.

e Any loss, theft, or damage to County hardware must be reported to IT
immediately.

e Employees may be held accountable for negligent damage or misuse of
computer equipment.

e Only software approved and licensed by the IT Department may be installed on
County devices.

e Use of unauthorized software, including freeware, shareware, or personal
applications, is strictly prohibited.

e All software must be properly licensed. The County will maintain records of
software licenses and ensure compliance with vendor agreements.

e Sharing account login information in violation of a software license agreement is
strictly prohibited.

e |T is responsible for managing software updates and security patches.

o Employees will not attempt to disable or bypass the software update
process.
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o Employees will not unreasonably delay the software update process
without approval from the IT department.
e The County reserves the right to audit hardware and software usage at any time.

Personal Use

Except as authorized by an employee’s manager or supervisor, personal use of County
equipment must be limited to occasional and incidental use. Personal use must not
interfere with work responsibilities or violate any County policies.

Data Storage

To ensure the security, integrity, and availability of County information, all data must be
stored only in the following approved storage locations:

e County Network Storage - common, departmental, or personal mapped drives
and network folders

e Approved Cloud Storage Services - OneDrive, SharePoint, or other services
explicitly approved by the IT Department

e Approved Cloud Based Vendor Applications

Do not store personal files - documents, pictures, music, video, etc. - on approved
County storage locations. Personal files may be deleted at any time without notice.

Do not store program files or software (executable files such as .exe, .msi, .bat, etc.) on
approved County storage locations. Unauthorized software poses a significant security
risk and is not permitted. Software stored on County network drives or cloud storage
may be deleted at any time without notice.

Storing County information in any of the following formats or locations is strictly
prohibited:

e Personal or unauthorized cloud storage accounts - Apple iCloud, Google Drive,
Dropbox, etc.

e USB drives or other removable devices (unless specifically approved)

e Unapproved third-party devices, applications, or services

Use of local computer storage (e.g. a computer’s C: drive) should be limited to
temporary, non-confidential, non-critical data.

Networks

The Goodhue County IT Department is responsible for the installation, maintenance,
troubleshooting, and repair of all County computer networks, including copper and fiber-
optic cabling, switches, routers, firewalls, wireless, and internet access. Any updates,
modifications, repairs, or troubleshooting, or vendor contracts to provide such services,
must be approved by and coordinated with the IT Department.
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Email

The Goodhue County email system is not intended to be a method of transmitting
information in a secure manner outside of the County network. Any data whose release
to unauthorized individuals would be a violation of law or regulation or would subject
the County or any employee, including volunteer personnel, to damages should not be
placed on the email system. Users of the email system should always be aware that
any communication may be accessed by unauthorized individuals either within or
outside of the system.

All email messages are subject to the Minnesota Government Data Practices Act and
are discoverable to the subject of the data and to others pursuant to the provisions of
that statute. Messages that are subject to special controls, such as privileged attorney-
client communications, should be clearly marked as such and handled accordingly.

Email is only to be used for communication of information that is not the subject of
retention schedules and will be disposed of after action or review. Unless designated
and preserved in printed form (or electronic format outside of the email system) by
County staff, email is not an official communication of the County and must not be used
for transmitting information that is part of the official record. When record retention is
required, a permanent copy of the message must be made and handled in accordance
with Minnesota Statutes. In the event of litigation that has or may result in a request for
certain County email messages, the County Attorney or County Administrator may
direct staff to refrain from the destruction of messages until further notice.

All County email is available to appropriate personnel for the purposes of retention,
audit, and compliance. County employees should have no expectation of privacy when
using County email systems.

Internet

The County provides internet access to support County business activities, including
communication, research, and access to cloud-based tools and services. Internet use is
primarily for County-related purposes.

Limited occasional personal internet use may be permitted under the following
conditions:

Manager/supervisor approval

Usage does not interfere with work responsibilities or productivity.

Activity does not consume excessive bandwidth or system resources.
Compliance with all other County policies, including those related to security,
harassment, and acceptable use.

Managers are responsible for ensuring that personal internet use by their team
members remains appropriate, limited, and in line with the conditions outlined in this
policy.

All internet activity may be monitored and recorded. County employees should have no
expectation of privacy when using County internet resources.

108



Password Security

Passwords are the first line of defense against unauthorized access to County systems
and data. Passwords help protect sensitive information from cyber threats, prevent
identity theft, and ensure that only authorized users can access critical resources.

Employees are responsible for maintaining the security and integrity of their passwords.
Passwords are not to be shared with anyone at any time for any reason, including with
co-workers, managers, or IT staff. Passwords should be changed immediately if there is
any suspicion that it may have been compromised. For temporary or contract personnel
requiring access to the County network, Department Heads may contact the IT
Department to request a temporary user account providing the minimum network
access permissions required for the engagement.

Department managers must notify IT immediately of the resignation, termination or
reassignment of staff. This is necessary to ensure that proper and timely changes are
made to system access privileges, protecting systems against unauthorized or improper
access.

The requirements of password length and format are available on the internal website.
System software will enforce the changing of passwords and the minimum length and
format.

Multi-Factor Authentication (MFA)

Additional password security, in the form of Multi-Factor Authentication or MFA, may be
required for access to County systems. MFA adds an extra layer of protection by
requiring a second form of verification - such as a mobile app or security token - making
it much harder for attackers to gain access, even if a password is compromised.
Employees are required to utilize MFA whenever prompted to access County networks,
systems, or applications.

Telephone

A telephone system is provided by the County to facilitate communication with citizens,
vendors, partners, and other County staff. Use of the phone system should be primarily
for country-related business.

Limited occasional personal telephone use may be permitted, with manager approval, if
it does not interfere with assigned work duties. Employees are not allowed to make
personal long-distance calls without reimbursing the County.

All telephone activity may be monitored and recorded. County employees should have
no expectation of privacy when using County phone systems.

Rules of Use for Electronic Communications

Use of County provided technology resources, including Email, Phone, Internet access,
and various hardware and software, requires that employees abide by acceptable use
guidelines. Unless specifically required (e.g. law enforcement, legal prosecution,
human services, etc.) the following activities are strictly prohibited when using County
provided communication tools and services:
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e Accessing, viewing, or distributing content that is illegal, obscene, sexually
explicit, discriminatory, harassing, or otherwise inappropriate.

e Using County resources for personal business ventures, side jobs, or commercial
gain.

e Streaming non-work-related media (e.g., music, video, sports) during work hours.

Downloading or installing unauthorized software, browser extensions, or files

from untrusted sources.

Using tools to bypass network security.

Participating in online gambling, gaming, or other non-work-related activities.

Sending or forwarding chain letters, spam, or unsolicited mass emails.

Using County email for personal gain, political activity, or non-work-related

solicitations.

Sending confidential or sensitive information to unauthorized recipients.

e Using inappropriate or unprofessional language in emails or messaging
platforms.

e Opening suspicious attachments or clicking unverified links.

e Using company phones or mobile devices for excessive personal calls, texts, or
data usage.

e Storing or sharing inappropriate content on County-issued devices.

¢ Installing unauthorized apps or connecting to unsecured networks.

e Using mobile devices in a way that impedes work responsibilities or violates
safety policies (e.g., while driving).

In addition to the above, any County policies related to acceptable and unacceptable
employee behavior apply to the use of County provided technology.
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