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WHO WE ARE...
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OUR MISSION:

Empowering County Staff Through Technology

OUR VISION:

Build a Stronger County Through Innovation and Collaboration

UR VALUES:

INTEGRITY, SERVYICE, EXCELLENCE, RELIABILITY

Goodhue County
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Information Technology

IT Department Mission, Vision, and Values

Information Technology

@oun MISSION:
E IT Help Desk

Empowering County Staff Through Technology How To Guides

;f OUR VISION:

Build a Stronger County Through Innovation and Collaboration |

OUR VALUES:

INTEGTIRY, SERVICE, EXCELLENCE, RELIABILITY

Integrity: Honoring commitments and ensuring transparency in actions and dec
Service: Delivering value by achieving desired cutcomes based on identified needs.
Excellence: Striving for outstanding outcomes through cooperation and collaboration.

Reliability: Providing stable, consistent, and predictable products, services, and support.

GAoodhue County
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WHAT WE DO...

* Technical Support and IT Operations
* Cybersecurity

 Systems and Application Support

* Networking and IT Infrastructure

Goodhue County



Technical Support
and IT Operations

Hannah Carlson — Technical Support Supervisor
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NUMBER OF HELPDESK TICKETS (LAST 365 DAYS)

Top Categories

GOVERNMENT HEALTH & PUBLIC SHERIFF'S JUSTICE
CENTER HUMAN WORKS OFFICE CENTER
SERVICES

Averages:
1,800 Help Desk tickets per year
7 Help Desk tickets per day






Cybersecurity

Eddy Wyld — Network Security Analyst

Certified Information Systems Security Professional
Certified Cloud Security Professional

CCsP. CISSP.

/\ Goodhue County



USD 4.44M

The global average cost of a data breach

The global average breach cost dropped to USD 4.44 million
from USD 4.88 million in 2024, a 9% decrease and a return
to 2023 cost levels. Faster identification and containment of
breaches—much of it from organizations’ own security and
security service teams, with help from AI and automation—drove
this decline. The global average would have been lower were

it not for the United States, where the average cost surged by
9% to USD 10.22 million, an all-time high for any region. Higher
regulatory fines and higher detection and escalation costsin the
United States contributed to this surge.

Mower County experienced ransomware
attack last week - KAAL

Jun 23, 2025 — Mower County still trying to
recover after ransomware attack The latest... - ' ®

-
@ kaaltv.com :

St. Paul cyberattack: Gov. Walz
activates National Guard

By Jeff Wald | Updated July 29,2025 11:59am CDT | Crime and Public Safety | FOX9 | A




Multiple Components of Security and Compliance

Vulnerability
Remediation

Disaster Cloud Security Incident Cyber Endpoint

Recovery Response Insurance Protection

Security
Awareness
Training

Risk Threat Disaster
Management Intelligence Recover

Patch

Management Zero Trust

Identity and
Privacy Access
Management

Multi-Factor Priviledged
Authentication Remote Access

Monitoring and
Logging

Goodhue County
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N
HIPAA -

= Health In e Portability and Accountability Act Bureau of Criminal Apprehension

N

Compliance vcrT

Minnesota Cauntis
-\.l ., ||-

FBI FEDERAL BUREAU
OF INVESTIGATION
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Security Awareness 7
Training

Government \

Organizations Average of
susceptibility to falling for

phishing attacks 26.8%

Average
Compliance of
Completed Training Goodhue County

95.1% 16.6% /
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Last Campaign Phish-prone %
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7% Completed
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Industry Phish-prone
Industry v
Organization Size Medium (250-999 users v
——— Program Age Baseline v Goodhue Cou nty
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System and Application Support

Dan Schmidt — Application Support Specialist
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Systems and Applications\/ \
Ove r 1 2 O Systems and Applications in use within the County

Application Usage by Department —

Muttiple T
tegr A i Law Enforcement
§ Is % E’Em ateq ggedree  County Car Reservations s ':T _
HHS

Auditor/Treasurer I

Microsoft 365 Public Works [T
’ Recorder D
[i = m m ' Court Services 1
Human Resources @
[‘ $ * W ArCGIS Attorney N
/f\ BeyondTrust \ e An:lr‘ninistrat.inn 0
. =) Remote Support Q) morororasoLuTions m Generec Veteran Services
a

IR rrvision /[EEI{ 1t <=1 GoldFax
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Projects

37 Major projects in progress
7 Add new applications or systems
7 Add additional modules or functionality

9 Enhanc nization security
5 Replage existing applications or systems
2 Decommission &xisting systems

in ofher categories

Goodhue County



Details

Invoice Number

Invoice Date

Suggested Payment Date

Wendor

Vendor Address

Mo Address Line 1 Available
Mo Address Line 2 Avallable
Mo City Available

Mo State Available

Mo Zipcode Available

Wendor Change of Address
Department

Select a Department

PO/Contract Number

Report Code(s)

Select a Report Code $
Select a Report Code +
Invoice Total
Designation

Select a Designation

Account or
Distribution Formula  Description Amount

Total: 0

Approvals
Add Approval Group
Options
Separate check
Return check

Remittance
Manual Batch

Comments

Attachments

No file

* A total of 100 megabytes may be uploaded at one time. If uploading large files, upload one file at a
time.

n Browse

Actions
Save All Changes
Service Start
Taxable 10995 Accrual Code Date Service End Date  Paid

Select an Accrual Cc # ¢

N\

Remaining: $0.00

Delete All Invoice Rows

GovAP

Electronic Invoice Management

Switch from paper invoices to
electronic

Integrates with IFS financial
system

Allows export to Public Works
road accounting system

Goodhue County

MINNESOTA



Networking and
IT Infrastructure

Thomas Naatz — Network Engineer

/\ Goodhue County



Citizen's Building

Justice Center

Wanamingo

T,

Recycling Center

=3

T

Zumbrota (2)

Law Enforcement Center (3)

Public Works (3)

Kenyon




Virtual Machines Virtual Machines Virtual Machines

Virtualization Server

Physi:al'"-.. Physical Physical
Serverl ! & Server2 Server N

Shared Storage

20
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Backup server

Source host

21

Data Mover

¥
® —

Bockup proxy

@

Data Mover

—
—
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Backup repository
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Succession Planning

BENEFITS:
e Continuity of operations
 Employee engagement, morale, and retention
* Preserves institutional knowledge
* Risk mitigation

BARRIERS:
¢ Requires orgahizational commitment
e Limited resources

e Resistance to change

22
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Succession Planning

SOME THINGS WE ALREADY DO:

IT Technical Support Supervisor position created Nov. 2022
 Management position with two direct reports

* Not true “Successi anning” but increased career opportunity

* Cross Training within the Department

sign Primary and Secondary responsibilities for all applications

e Technical Support Specialist training in Cybersecurity

Goodhue County
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Succession Planning
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Succession Pla
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Succession Planning
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Succession Planning
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Succession Planning
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Questions?

a
30 Goodhue County



